Role Accessibility

Complian
. Data
Sub- Restricte | Group ce& X . End User
Feature Component Full . i i Protectio . Limited i
feature Owner A ITAdmin dIT Superviso| Review . Reviewer . End User | View &
Admin ) . n Officer Reviewer
Admin r Officer Restore
(DPO)
(CRO)
Only his
All All Al All
Account List]Accounts Accounts Accounts Accounts departm
Accessibi on ent All All All No Only his  Only his
lity & accounts accounts accounts account account account
Dashboard his
All Al All Al
. . . . account
Domains Domains Domains Domains
Dashboar Numb
umber
d Label Yes Yes Yes Yes Yes Yes Yes Yes No No No
of Usage
Add
Button Yes Yes Yes Yes No No No No No No No
Backup
Group By Button Yes Yes Yes Yes Yes Yes Yes Yes No No No
Order By Button Yes Yes Yes Yes Yes Yes Yes Yes No No No
Filter By Button Yes Yes Yes Yes Yes Yes Yes Yes No No No
Add
Back Card &
up Yes Yes Yes Yes No No No No No No No
M365 Button
Manually
Enable/D
isable Toggle
M365 ge Yes Yes Yes Yes No No No No No No No
. Button
AutoDisc
over
Add
Account
3dots
to Yes Yes Yes Yes No No No No No No No
. Button
Exclusio
n List
Add
Backup
Card &
Hosted Yes Yes Yes Yes No No No No No No No
Exchan Button
Add g
Backup e
Add
Card &
Backup Yes Yes Yes Yes No No No No No No No
. button
Gmail
Add
Card &
bBackup Yes Yes Yes Yes No No No No No No No
. button
G Suite
Add
Backup
Other
. Card &
Email Yes Yes Yes Yes No No No No No No No
Button
(Manuall
y/Using
CSV)
Add
Backup Card &
X Yes Yes Yes Yes No No No No No No No
Using Button
Invitation
) Tab &
Email Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes

Account List




Dashboar
d Email
Accessibi
lity

View List -

Email

View
Individua
L- Email

Migrate
Email to
New &

Existing
Account

*from
Dashboa
rd, View
List, View
Individua
L
Advance
d Search

Migrate
Email to
Existing
Account

*from
Dashboa
rd, View
List, View
Individua
l

Restore -
Email

*from
Dashboa
rd, View
List, View
Individua
Advance
d Search

Downloa
d - Email

*from
Dashboa
rd, View
List, View
Individua
L
Advance
d Search

Page thatis
shown after
user click
Email
Account
Name
Page thatis
shown after
user click
Email
Subject

Button &
Option

Option

Button

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes No Yes Yes
No No Yes Yes
No No Yes No
No No Yes No
Yes
*Restore
from
dashboar No Yes No
d, View
List,
Advance
Search
No No Yes No

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

No

Yes

No




View Info
Email

Button Yes Yes Yes Yes Yes Yes Yes No No Yes Yes

Delete
Email
Account

*especia
lly for
M365
account, Button Yes Yes Yes Yes No No No No No No No
delete
email
also
delete
OneDrive
and CCT

Deactivat
e/Reactiv
ate -
Email

*especia
lly for
M365
account,
deactivat Button Yes Yes Yes Yes No No No No No No No
e/reactiv
ate email
also
deactivat
e/reactiv
ate
OneDrive
and CCT

One Tab &
Drive Account List

Yes Yes Yes Yes No No No No No Yes Yes

Page thatis
shown after
View List{ user click
OneDrive| OneDrive
Account
Name
Page thatis
View shown after
Individua | user click Yes Yes No No Yes No No No No Yes Yes
| - File OneDrive
File

Yes Yes Yes No Yes No No No No Yes Yes

Restore
OneDrive
to
Original Yes
& Other
Account
(D2D)




*from Button Yes Yes No Yes No No No No Yes Yes
Restore
Dashboa
X from
rd, View
List, View dashboar
o d, View
Individua X
l List,
’ Advance
Advance
Search
d Search
Restore
OneDrive/|OneDrive
GDrive |t Other
Acce.assml Account
lity (D2D)
*from Button Yes Yes No No Yes No No No No No No
Dashboa
rd, View
List, View
Individua
l
Downloa
d-
OneDrive
*from
Dashboa
. Button Yes Yes No No Yes No No No No Yes No
rd, View
List, View
Individua
L
Advance
d Search
View Info
X Button Yes Yes Yes Yes Yes No No No No Yes Yes
OneDrive
Deactivat
e/Reactiv
ate Button Yes Yes Yes Yes No No No No No No No
OneDrive
Contact/
Tab &
Calendar ) Yes Yes Yes Yes Yes No No No No Yes Yes
Account List
/task
Page thatis
View List | shown after
ceT user click Yes Yes Yes No Yes No No No No Yes Yes
CCTAccount
Name
Page thatis
shown after
View user click
Individua| Contact Yes Yes No No Yes No No No No Yes Yes
L-CCT Name/Calen
dar & Task

Subjects




Contact,
Calendar,
Task
(CCT)
Access

Restore -
CCT

*from
Dashboa
rd, View
List, View
Individua
l

Downloa
d-CCT

*from
Dashboa
rd, View
List, View
Individua
l

View Info
CCT

Button

Button

Button

Yes

*Restore
Yes Yes from No Yes No No No
dashboar
d, View
List

Yes Yes No No Yes No No No

Yes Yes Yes Yes Yes No No No

No

No

No

Yes

Yes

Yes

Yes

No

Yes

SharePoi
nt

View List {
Folder &
File

View
Individua
L- File

Restore
SharePoi
nt-
Domain

Level
*from

Dashboa

rd
Downloa

d
SharePoi
nt-
Domain

Level
*from

Dashboa

rd
Restore

SharePoi
ntto
Original
& Other
Site

Tab

Page thatis
shown after
user click
SharePoint
Account
Name
Page thatis
shown after
user click
SharePoint
File

Button

Button

Yes Yes Yes Yes No No No No

Yes Yes Yes No No No No No

Yes Yes No No No No No

Yes Yes Yes No No No No No

Yes Yes No No No No No No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

No




SharePoi
ntAccess

*from
Dashboa
rd, View
List, View
Individua
L
Advance
d Search

Restore
SharePoi
ntto
Other
Site

*from
Dashboa
rd, View
List, View
Individua
l

Downloa
d
SharePoi
nt

*from
Dashboa
rd, View
List, View
Individua
L
Advance
d Search

View Info
Domain
& Site
Level

Deactivat
e/Reactiv
ate -
Domain
& Site
Level

Button

Button &
Option

Button

Button

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes No

Yes

*Restore
from
dashboar
d, View
List,
Advance
Search

No No

Yes Yes

Yes Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Groups &
Teams

Tab

Yes

Yes

Yes Yes

Yes

*only if
supervis
oris part

of
member
or owner
groupin

M365

side

Yes

Yes

*only if
end user
is part of
member
or owner
groupin
M365
side

Yes

Yes

*only if
end user
is part of
member
or owner
group in

M365

side

Yes

Yes

*only if
end user
is part of
member
or owner
groupin
M365
side

Yes

Yes

*only if
end user
is part of
member
or owner
group in

M365
side

Yes

Yes

*only if
end user
is part of
member
or owner
group in
M365
side

Yes

*only if
end user
read only
is part of
member
or owner
groupin

M365

side




*only if

Page that is B *onlyif ~ *onlyif *onlyif *onlyif
shown after S — enduser enduser enduser enduser
View Listq user click e ispartof ispartof ispartof ispartof
of
Folder& | Groups & Yes Yes Yes No b member member member member Yes Yes
member
File Teams Oor owner Oorowner Or owner orowner
or owner ) ) . .
Account roUD in groupin groupin groupin groupin
Name group M365 M365 M365  M365
M365 . . ) .
X side side side side
side
Yes Yes Yes Yes Yes
*only if . ) . .
~ *onlyif *onlyif *onlyif *onlyif
supervis
Page thatis S — enduser enduser enduser enduser
View shown after P is partof is partof ispartof is partof
. ) of
Individua | user click Yes Yes No No b member member member member Yes Yes
member
L- File Groups & oF owner Oor owner Oorowner Or owner orowner
Teams File groupin groupin groupin groupin groupin
M365 M365 M365 M365
M365 . . . .
. side side side side
side
Groups & |Restore- Restore-
Teams  |Group Group Yes Yes Yes Yes Yes
Access |Level Level
*only if . ) . .
~ *onlyif *onlyif *onlyif *onlyif
supervis
*from oris part enduser enduser enduser enduser
Dashboa Button Yes Yes *from No ofp ispartof ispartof ispartof ispartof
rd, View Dashboa member member member member member
List, View rd, View oF owner or owner Orowner or owner orowner
Individua List ouD in groupin groupin groupin groupin
l group M365 M365 M365 M365
M365 . . . .
. side side side side
side
Downloa
d- Group Yes Yes Yes Yes Yes Yes
Level
*only if *onlyif *onlyif *onlyif *onlyif *onlyif
*from end user enduser enduser enduser enduser enduser
Button Yes Yes . No . . . . . No No
Dashboa is part of is partof ispartof ispartof ispartof ispartof
rd, View member member member member member member
List, View or owner or owner Or owner Or owner Or owner orowner
Individua group in groupin groupin groupin groupin groupin
l M365 M365 M365 M365 M365 M365
side side side side side side
View Info
Domain
Button Yes Yes Yes Yes Yes No No No No Yes Yes
& Group
Level
Deactivat
e/Reactiv
ate -
. Button Yes Yes Yes Yes No No No No No No No
Domain
& Group
Level
Yes Yes Yes Yes Yes Yes Yes
*only for
Private their own *only for *only for *only for *onlyfor *onlyfor *only for
Tab Yes Yes Yes Yes account . J ) v . J ) o . y ) o
Chat their own theirown their own theirown theirown their own

account account account account account account

departm
ent




Yes Yes Yes Yes Yes Yes Yes
Page thatis *only for
View List shown after theirown  *only *only *only *only *only *only
Chats user click Yes Yes Yes No account chatsin chatsin chatsin chatsin chatsin chatsin
Account & theirown their own theirown theirown theirown their own
Name departm account account account account account account
ent
Yes Yes Yes Yes Yes Yes Yes
Private  |View ) *only for
- Page thatis .
Chat Individua theirown  *only *only *only *only *only *only
shown after . . . . . .
Access |l- user click a Yes Yes No No account chatsin chatsin chatsin chatsin chatsin chatsin
Preview Chat & theirown their own theirown theirown theirown their own
Chat departm account account account account account account
ent
Downloa Yes Yes
d- *only f
only for
Private the'rS; n
irow
Chat *only for
Button Yes Yes No No account No No No No . i
* from & their own
Dashboa T account
rd, View Znt
List &
Deactivat
e/Reactiv
ate -
. Button Yes Yes Yes Yes No No No No No No No
Domain
& Group
Level
Advance
Menu Yes Yes No No Yes Yes Yes No No Yes Yes
d Search
Yes Yes Yes Yes Yes Yes Yes
Search ] Checkbox &
L *E,OD, *E,OD, No No *only for *only for *only for No No *only for *only for
Criteria Form
SP SP E&OD E E E&OD E&OD
Page thatis
shown after
View user click
- Email
Individua K Yes Yes No No Yes Yes Yes No No Yes Yes
Subject/One
Advanced |l .
. Drive &
SharePoint
File
Restore/
Migrate/
g Yes
Downloa
d Button Yes Yes No No Yes No No No No Yes
*from *Restore
View List only
Add/Rem
Button Yes Yes No No Yes Yes No Yes No No No
ove Tag
Email
Attachm Page Yes Yes No No Yes Yes Yes No No Yes Yes
ent
Email Email Link to
m
al Attachm | Advanced Yes Yes No No Yes Yes Yes No No Yes Yes
Attachme
nt entID Search
Downloa
d
Button Yes Yes No No Yes Yes Yes No No Yes No
Attachm
ent
Backup | Tab & Page Yes Yes No No Yes No No No No Yes Yes




System
Status

Downloa

Restore

Migrate

Tab & Page
Tab & Page

Page

Yes

Yes
Yes
*email
only

Yes

Yes
Yes
*email
only

No

Yes

No

No
No

No

Yes

Yes
Yes
*email
only

No
No

No
No

No

No
No

No

No
No

No

Yes

Yes
Yes
*email
only

No

Yes

Insights

Relations
hips

Statistics

Productiv
ity

Page

Page

Page

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Complian
ce-
eDiscover
y

eDiscove
ry-
Saved
Search
List
eDiscove
ry-
Create/D
elete
Saved
Search
Add Tag
to Saved

Search
Mark

Saved
Search
for
Review/D

eletion
Restore/

Migrate/
Downloa
d

Page

Button

Button

Button

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

Complian
ce - Alert

Alert List

Enable/D
isable
Alert

Page

Toggle
Button

Yes

Yes

Yes

Yes

No

No

No

No

No

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

Complian
ce-Tag

Tag List

Create/R
ename/D
elete Tag

Page

Button

Yes

Yes

Yes

Yes

No

No

No

No

No

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

Complian
ce-
Retention
Policy

Retentio
n Policy
List

Create/E
dit/Delet
e
Retentio
n Policy
in
Account
Level

Page

Button

Yes

Yes

Yes

Yes

No

No

Yes
*only for
the list,

not for
detail
message

Yes

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No




Add/Rem
ove
Retentio
n Policy
in
Message
Level

Button

Yes

Yes

No

No

No

Yes

Yes

No

No

No

No

Complian
ce - Legal
Hold

Legal
Hold List

Create/E
dit/Delet
e Legal
Hold in
Account
Level

Add/Rem
ove Legal
Hold in
Message
Level

Page

Button

Button

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

Complian
ce - Audit
Log

Search
Audit Log

Downloa
d List

Button

Page

Yes

Yes

Yes

Yes

No

No

No

No

No

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

Create
New
Review

Process
Review

Process
List

Grant
Permissi
on to
Limited
Reviewer

View List
Email of
Review
Process

View
Individua
L - Email
of Review
Process

Mark for
Reviewed

*from
Review
Process
List, View
List

Mark as
Reviewed

Button

Page

Button

Link on
Review
Process List

Link on View
lIst

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

Yes

Yes

Yes

No

Yes
*but
limited

No

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No




Complian
ce-
Review
Process

*from
Review
Process
List, View
Lindividu
al
Remove
Status

*from
Review
Process
List, View
List

Add
Retentio
n Policy

*from
Review
Process
List, View
List, View
Individua
l

Add
Legal
Hold

*from
Review
Process
List, View
List, View
Individua
l

Review
Process
for
Deletion
List
View List {
Email of
Review
Process
for
Deletion

View
Individua
L- Email
of Review
Process
for
Deletion

Delete
Message

*from
View List

Button

Button

Button

Button

Page

Link on
Review
Process for
Deletion List|

Link on View
lIst

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No




Keep
Message

*from
View
Individua
|

Button

No

No

No

No

No

No

Yes

No

No

No

No

Account
Settings

Personal
Details
Notificati
on

Setting
AutoDisc

over
Setting

Partner
of Record
Change
Request

Credenti
al Setting

Page / Tab

Page /Tab

Page / Tab

Page / Tab

Page /Tab

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

User
Managem
ent

Assign
Departm

ent
Grant

Permissi
on for
User
Role &

Login
Add

External

User
Enforce
Azure AD
SSO
Login
Invitation
List
Resend/

Cancel
Invitation

Excluded
Accounts

Remove
Excluded
Accounts

Transfer
Ownershi

p
View List {

Domain

Add/Edit
Domain

Page /Tab

Page /Tab

Card &
Button

Toggle
Button

Page / Tab

3dots
Button

Page / Tab

Button

Page/Tab

Page /Tab

Button

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

No

Yes

*Only for

login

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Journal
Setup

Journal
Setup

Button

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No




