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Overview

Once you decide to begin backing up Microsoft private chat to the system, you’ll need to complete some
setup on the Microsoft side. The process is straightforward. First, register a new application in the
Microsoft Azure Portal. After that, configure the registered application by setting up its certificates and
API| permissions.

Register A New Application

1. Goto https://portal.azure.com and log in using your tenant admin credentials.
2. Select Microsoft Entra ID (formerly Azure Active Directory) in the left navigation bar.

1~ Create a resource

A Home come to Azure!

Edl Dashboard have a subscription? Check out the following options.
All services

*  FAVORITES

Application Templates
52 All resources

4] Resource groups
@ App Services

%> Function App

>

& Azure SQL Database

with an Azure free trial Manage Microsoft Entra ID Azure for Students
‘€ Azure Cosmos DB 00 free credit toward Azure products and services, Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
2 months of popular free services with Microsoft Entra 1D, for Teaching after you verify your academic status.

K3 Virtual machines
e e ]
<> Load balancers ot | Learn more &

= Storage accounts

4> Virtual networks

‘e services
& Microsoft Entra ID

@ Monitor _I_ o .{ ‘. o | --
z = ~ & = -
@ Advisor eate a Microsoft Entra Quickstart Foundry Kubernetes Virtual App Services Storage SQLdatabases  More services

. source ] Center services machines accounts
© Microsoft Defender for

Cloud

C Cost Management + Billing

3. Select App registrations, then select + Add > App registration

]T| « -4 Add v 5 Manage tenants What's new (53 Preview features 27 Got feedback? v

© Overview
®  Microsoft Entra has a simpler, integrated experience for managing_all your Identity and Acce: needs. Try the new Microsoft Entra admin center! (2

I3 Preview features

Overview Properti Setup guides
X Diagnose and solve problems

v M s
80398 [P Search your tenant
& Users
& Groups Basic information
[ I Identi
Externe] identities Name Contoso Users 34
4, Roles and administrators
Tenant ID 2bc09791-95¢d-4267-92af-50f8e38327ca (1) Groups 38
& Administrative units
% Delegated admin partners Primary domain M365x87602404.onmicrosoft.com Applications 29
5 Enterprise applications License Microsoft Entra ID P2 Devices 0
() Devices
= T Alerts
&, App registrations *
(&) Identity Governance
Global Administrators g Migrate to the converged Authentication
1 Application proxy A 9 methods policy
8 Custom security attributes Microsoft recommends fewer than 5 Global Please migrate your authentication methods off the
Administrators. legacy MFA and SSPR policies by September 2025 to
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4. Complete the form. Then select the Register button. There are 2 sections that you will need to

fill in:
a. Name =2 Itis required. Do not leave this space empty.
b. Account types 2 We recommend choosing the first option (single tenant). It is easier to
comply with Microsoft’s Access Policies.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (Contoso only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies 7

5. Once completed, the system will display detail info. Copy the Application (client) ID and paste it

to our portal as the Application ID.

i created 13 feb =
s« [i] Delete @ Endpoints Preview features
B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
&5 Quickstart
#" Integration assistant A Essentials
K Diagnose and solve problems Display name : created 13 feb Client credentials : Add a certificate or secret
> Manage Application (client) ID  : dOefOcef-578e-411c-9¢3d-3bf4aed24cb7 Redirect URls : Add a Redirect URI
> Support + Troubleshooting Object ID : 2359261c-cd02-defd-ale2-95590ab6dca2 Application ID URI : Add an Application ID URI
Directory (tenant) ID : 2bc09791-95cd-4267-92af-50f8e38327ca Managed application in I... : created 13 feb
Supported account types : My organization only
@ Welcome to the new and improved App registrations. Lool BRtrations (Legacy)? Learn more
@ Sstarting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Get Started  Documentation
Build your application with the Microsoft identity platform
The Microsoft identity platform is an ication service, op e libraries, and application management tools. You can create
A or e R e modern, standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn
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< ACCOUNT SETTINGS

DASHBOARD

& Personal Details A Notifications AutoDiscover @, Credentials

Credential Settings

The setting is for updating Domains & Single Accounts credentials. To add a new credential, please navigate to Add Backup.

(o} Type :All v Status: All v

M365x87602404.onmicrosoft.com

Used for 1 Accounts

Credential Information

Credential Status:

Authentication Success

Service Authorization @
The Exchange Online Management App is authorized to create a custom RBAC role, incorporating only the minimum required PowerShell cmdlets

Custom Role Status:
Connected

Customer Tenant App
Tenant application needs to be connected in order to enable private chat backup. Learn more.

€ Connect to Tenant Application

Please follow the steps below to connect your tenant application. The backup process will use this application to begin the backup once it has been successfully tested.
Step 1: Setup an application in your tenant M365x87602404.onmicrosoft.com.
Step 2: Enter the following application details in the form below.

Application ID

App Secret Code

Test & Save Connectiol
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Setup The Registered Application

4.
5.

Go to https://portal.azure.com and log in using your tenant admin credentials.
Select Microsoft Entra ID (formerly Azure Active Directory) in the left navigation bar.
Select App Registrations, and select All applications tab.

¢ o« + New registration @& i K () Refresh L Download Preview features 27 Got feedback?

I Preview features
P

{ Diagnose and solve problems @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

v Manage
& Users
All ap ons | Owned applications Deleted applications
& Groups
85 External Identities ‘ 0O Start typing a display name or application (client) ID to filter these r... +v Add filters
4t Roles and administrators

i i 5 31 applications found
Administrative units

3
® Delegated admin partners

n 2nd attemp 7bcbfcb6-8fb3-4db2-9f00-7f9334f556d7 2/13/2026
Enterprise applications

‘ “ Backup Application 3UmZ 9fcf14cb-625¢-46¢0-8¢f0-b98daaf9512d 1/21/2026 @ Current
1] Devices
@ Backup Application 6cnl. df741642-8041-48d1-972a-c8c071762673 1/6/2026 @ Current
. App registrations
N Backup Application COSZ e22119f-d835-449a-9542-98541c2c24f6 1/6/2026 @ Current
(&) Identity Governance

“ Backup Application dEao 627f764b-f63d-440f-acb5-e201cec8d8e7 1/6/2026 @ Current
¥ Application proxy

“ Backup Application fdUl 08aab7f7-dalc-43ac-a20a-c8c491e865b 1/6/2026 @ Current
] Custom security attributes

“ Backup Application fGjb 2332e74f-6db8-4e26-9fc4-dbdae8962d1b 1/6/2026 @ Current
% Licenses

u Backup Application G1pg eadfe219-205¢-4d51-9963-217b8d6bed62 1/6/2026 @ Current

Select the registered application you’ve created on the above section.
Expand Manage then select Certificates & secrets. Click + New client secret.

2nd attemp | Certificates & secrets =

O Search o « A7 Got feedback?
B Overview
& Quickstart [« ials enable ions to identify to the i service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

K Diagnose and solve problems

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
v Manage
B2 Branding & properties

Certificates (0) Client secrets (0) Federated credentials (0)
2 Authentication (Preview) ——

e . N A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

! Token configuration

~+ New client secret

-9 API permissions
Description Expires Value © Secret ID

& Expose an API

& No client secrets have been created for this application.
i App roles

&2 Owners

4l Roles and administrators

M Manifest

> Support + Troubleshooting

Display name T Application (client) ID Createdon Ty  Certificates & secrets
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6.

Input the description, set it to 24 months, and then select Add.

Home

>

> Search <

Overview

Quickstart

7 Integration assistant

Diagnose and solve problems

Manage

= Branding & properties

2 Authentication (Preview)
Certificates & secrets

{I!' Token configuration

- APl permissions

@ Expose an AP

2 App roles

&2 Owners

&, Roles and administrators

M Manifest

Support + Troubleshooting

Contoso | App registrations

2nd attemp | Certificates & secrets =

2nd attemp

f@ Got feedback?

Credentials enable

Add a client secret

Description Enter a description for this client secret

Expires Recommended: 180 days (6 months)

Recommended: 180 days (6 months)

to the ication service whe

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secre

90 days (3 months)
365 days (12 months)

545 days (18 months)

0 Application registration certificates, secrets and federated credentials can be found in the tabs below

Certificates (0)  Client secrets (0)

730 days (24 months)

Custom

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be

-+ New client secret

Description

Expires Value ©

No client secrets have been created for this application.

Once added, immediately copy the value, and paste it to our portal as the application secret

code. Please note: Microsoft will only allow you to copy value immediately after creation. Once
you leave the page, it cannot be copied, and the full value will be hidden.

P Search

i

-

Overview

Quickstart

7 Integration assistant

Diagnose and solve problems

Manage

B2 Branding & properties

2 Authentication (Preview)
Certificates & secrets

il Token configuration

- API permissions

& Expose an API

App roles
42 Owners
al, Roles and administrators

M Manifest

Rj Got feedback?

x
@ Got a second to give us some feedback? =
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
x
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates (0) Client secrets (1)  Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Description Expires Value © Copy to clipboard et ID
desc for 2nd attemp 2/13/2028 6WY8Q~fotMxIpMgjGN.RaWwayj2EHcj1... B 919db154-ed6d-47b7-a032-6f08dbead1f8 [  [i]
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< ACCOUNT SETTINGS

ARD

& Personal Details A

Credential Settings

Notifications AutoDiscover (ECNIEELELIEIS

The setting is for updating Domains & Single Accounts credentials. To add a new credential, please navigate to Add Backup

Q Type:All v Status:All v
0 M365x87602404.onmicrosoft.com
Credential Information
Credential Status:
Authentication Success
Service Authorization @
xchange Online Management Ag ) to create a cu ory ng he rr required rShell cmd
Custom Role Status:
Customer Tenant App
Tenant application need cted in ord echa Learn more
€ Connect to Tenant Application
Please follow the steps below to connect your tenant application. The backup process will use this application to begin the backup once it has been successfully tested.

Step 1: Setup an application in your tenant M365x87602404.onmicrosoft.com.

Step 2: Enter the following application details in the form below.

Application ID

App Secret Code

e . . .
Select APl permissions, then select + Add a permission.
¢« ORefesh | A Gotfeedback?
B Overview
Quickstart x
A\ Granting tenant-wide consent may revoke permissions that have already been granted ide for that applicati issions that users have already granted on their own behalf aren't
affected. Learn mord

Diagnose and solve problems

&
# Integration assistant
X
v

Manage

=]
D

)

B
&
F 3

Branding & properties

Authentication (Preview)

T Certificates & secrets

Token configuration

API permissions

Expose an API

App roles

Owners

Roles and administrators

Manifest

> Support + Troubleshooting

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your

organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /" Grant admin consent for Contoso

API / Permissions name Type Description Admin consent requ... Status
\/ Microsoft Graph (1) -
UserRead Delegated  Sign in and read user profile No e

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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9. Select Microsoft Graph.

10.

iot feedback?

ide consent may revoke permis
re

nt required” column shows the
organizations where this app v

ions
zed to call APIs when they ar

pplication needs. Learn mor:

~/ Grant admin consent f

e Type

Delegated

1sented permissions for indiy

Request API permissions

Select an API

APIs my organization uses My APIs

Commonly used Microsoft APIs

Microsoft Graph

(") Azure Rights Management "

“. Services IA Azure Service Management
Allow validated users to read and write Programmatic access to much of the
protected content functionality available through

the Azure portal

;‘. Intune G Office 365 Management APIs

Programmatic access to Intune data Retrieve information about user, admin,

system, and policy actions and events
from Office 365 and Microsoft Entra ID
activity logs

Select Application permissions.

Request APl permissions

< All APIs

edback? @

Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

nsent may revoke permis

uired" column shows the
rizations where this app \

> call APIs when they ar
ation needs. Learn mor

Grant admin consent f

Type

Delegated

Delegated permissions

Your application needs to access the API as the
signed-in user.

Application permissions

Your application runs as a background service or daemon without a

signed-in user. — — ——
Application permissions Your application runs

as a background service or daemon without a
signed-in user.

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange,
OneDrive, OneNote, SharePoint, Planner, and more through a single endpoint.

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

m OneNote

Create and manage notes, lists,
pictures, files, and more in OneNote
notebooks
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11. Input ‘chat’ in search bar, then select Chat.Read.All and Chat.ReadWrite.All, then select Add

12.

permissions.

dback?

1sent may revoke permis

lired" column shows the
zations where this app v

call APIs when they ar
tion needs. Learn mor

Srant admin consent f

Type

Delegated

d permissions for indiy

Do not forget to select Grant admin consent for <domain>.

Vv Manage
=9 Branding & properties
23 Authentication (Preview)
Certificates & secrets
{Il Token configuration
-9~ API permissions
& Expose an API
75 App roles
& Owners

» Roles and administrators

Re

I Manifest

> Support + Troubleshooting

Chat.Create ©

Request APl permissions X
Select permissions expand all
£ chat X
Permission Admin consent required
Vv Chat (2)

I:] Yes
Create chats
0 Chat.ManageDeletion.All © v
es
Delete and recover deleted chats
Chat.Read All ©
. Yes
Read all chat messages
0 Chat.Read.Wherelnstalled © .
es
Read all chat messages for chats where the associated Teams application is installed.
I:] Chat.ReadBasic All © v
es
Read names and members of all chat threads
D Chat.ReadBasic.Wherelnstalled © v
es
Read names and members of all chat threads where the associated Teams application is
Chat.ReadWrite. All ©
Yes

Read and write all chat messages

Add permissions

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your

organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission /" Grant admin consent for Contoso

Grant admin consent for Contoso

API / Permissions name

\/ Microsoft Graph (3)
ChatRead All Application  Read all chat messages

Chat ReadWrite All Application  Read and write all chat messages

User.Read Delegated  Sign in and read user profile

Admin consent requ...

Status

A Not granted for Contoso ~ +++

A Not granted for Contoso ~ +++




